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ABSTRACT 

Network security has become a critical issue in the digital era, as the threat of 

cyberattacks increases. This study discusses the application of the Random Forest 

algorithm and the SMOTE technique to address data imbalance in an intrusion 

detection system using the CICIDS2017 dataset. The process begins with data 

preprocessing, normalization, and model training. The SMOTE-based model 

achieved an accuracy of 99.86%, with a precision of 0.9949, a recall of 0.9967, and 

an f1-score of 0.9958. The SMOTE technique has been shown to improve the 

model's performance in detecting attacks compared to the non-SMOTE model. 
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